RuggedSwitch® RSG2200

9-TM NOPTOBbLIN NOSTHOCTLIO YNpaBnsieMbli MOAYIbHbIN
Fra6butHbin Ethernet-kommyTtaTop
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MonHocTbio ynpaensaembli MoaynbHbIM Ethernet kommyTtaTop
RuggedSwitch RSG2200 pa3paboTaH Ans HagexHon paboTbl B
XKECTKMX 3KCNIyaTauMOHHbIX YCNOBUSIX Ha 3NEeKTPONOoACTaHUMAX
1 NPOMBILLIIEHHBIX NPeanpUATUAX, F4e NPUCYTCTBYIOT CUIbHbIE
3MeKTpoMarHuTHble n3nyyeHusi. CBepxnpoyHas KOHCTPYKUMS
RSG2200 coBMecTHO ¢ onepaumnoHHol cuctemoinn ROS®
obecnevmBatoT BbICOKYH HAEXKHOCTb, MEPeaoBYH CUCTEMY
nHdOpMaLMOHHON 6e3onacHOCTU 1 GoraTyto CEeTEBYHO
byHKUMOHANbHOCTb, Aenasi 3TOT KOMMYTaTop MaeanbHbIM AN
co3faHusa MMrabuTHbIX CeTer U coeguHeHns apyrnx
KOoMMyTaTopoB M'MrabuTHOM MarncTpanbto AN BaXKHbIX
NPUMNOXEHNN.
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Pa6oTta B HeGnaronpusaTHbIX yCrOBUSIX OKpYXXatoLlen cpeabl

m TexHonoruns Zero-Packet-Loss™

m CootBetctByeT IEEE 1613 (Qnektpuyeckue noacraHumm) Class 1
Ans meaHbix unu Class 2 gns onTuyeckmMx NopToB

m [MpeBocxoamnT IEC 61850-3 (SnekTpnyeckme noactaHLuum)

m [TpeBocxoauT IEEE 61800-3 (nprBOALI C perynupyemoi
CKOPOCTbH0)

m [peBocxoanT IEC 61000-6-2 (MpOMbILLNEHHOCTD)

m [peBocxoant NEMA TS-2 (ynpaBneHvne JopoXHbIM ABUXEHNEM)

m Paboyasi temnepaTtypa: oT -40°C go +85°C (6e3 BeHTUNsTOpa)

m KoHbopMHOE NoKpbITUE NevaTHON nnaThbl (ONLUMOHanbLHO)

m Kopnyc 13 OLMHKOBaHHOW CTanu TONWUHOM 1,3 Mm.

MogynbHocTb RSG2200 obecneumnBaeT rubkoe komoHMpoBaHue m CepTudmumpoBaH Ans B3pbiBoonacHbix 30H Class 1 Division 2

onTtnyecknx 1000BaseX n megHbix 10/100/1000BaseTX nopTos.
Mopaepxka pasnuyHbIX TMMNOB UHTEPENCOB ANS ONTOBOMOKHA
(SFP,GBIC, LC, SC) 6e3 noTepu NiIOTHOCTM NOPTOB AenaeT
RSG2200 o4eHb rmbkmm n yHnsepcarnbsHbiM. RSG2200 umeet
NPOYHbIA KOPNYC M3 OLIMHKOBAHHOM cTanu ansa moHtaxa Ha DIN-

peviky unun B 19 "CTOMKy.
Ethernet nopTbl

m [10 9-T1 rurabutHbix Ethernet nopToB Ans meam u/mnu onTukm

m [1o 9-Tn 100FX onTnyeckux Fast Ethernet nopTos

m Mogynu ¢ 2-a noptamu gatowme 6onbLuyo rmMbKocTb

m [loaaepxka pasnuyHbIX TUMOB ONTOBOSIOKHA (MHOrOMOJOBOE,
OAHOMOAOBOE, ABYHaNpaBneHHoe No OAHOMY BOJSIOKHY)

m Hebnokupyemas kommyTaums ¢ Oydepusalmen nakeTos.

m [JanbHOCTb paboTbl rurabutHom onTukn Ao 70 km

m Pasnuunble Tunel coegunntenen (LC, SC, SFP, GBIC)

UHdopmaumoHHasa 6e3onacHOCTb:

m MHOroypoBHeBble Nosib30BaTeNbCKUE Naponm

m SSH/SSL wndpoaHue

m Bkn./BbIkn. nopToB, orpaHnyeHune goctyna no MAC agpecy

m OrpaHunyeHne JocTyna K CeTu Ha KOHKpeTHOM nopTy (802.1x)
m M3onsaumsa v 3awmta tpadmka B VLAN-ax (802.1Q)

m LleHTpanu3oBaHHas naponbHas 3awuta Ha RADIUS

m SNMP v3 ¢ wndpauuein n ngeHtudpmkaumnen nonb3osaTenen

http://iadt.siemens.ru/

XapaKkTepuCTUKMN onepaumuoHHO cucteMbl ROS®

m "plug and play" - aBTomMaTuyeckoe cornacoBaHue CKopocTu
aynnekca v Tuna kabens

m MSTP 802.1Q-2005 (paHee n3BecTHO kak 802.1s)

m Pe3epBupoBaHue RSTP (802.1w) n eRSTP™ ¢ BpeMeHeM
BOCCTaHOBMNEHUS MeHee 5 MC

m Q0S(802.1p) paboTa ¢ NPUNOXKEHUSIMW pearibHOrO BPpEMEHU

m VLAN (802.1Q) c aBorHon MapkupoBkon u nogaepxkon GVRP

m O6bearHeHVe HECKONbKUX (PU3NYECKUX KaHaMNOB B OAWH
nornyecknii (802.3ad)

m PunbTpaums Tpaduka rpynnosbix paccbinok IGMP Snooping

m OrpaHunyeHne CKopoCcTu Ha nopTax 1 nogasneHne
LUMPOKOBELLATENBHOrO WTopMa

m KoHurypaumsa noptos, cTaTyc, CTaTUCTMKA, 3epkanupoBaHue,
6e3onacHoCTb

m CuHxpoHusauus spemern SNTP (KnueHT n cepsep)

m VIHTerpaums B cuctembl asTomatusauum (Modbus n 1.4.)

YnpaBneHue U MOHUTOPUHT

m Ynpasnexue yepes WEB, CLI Ha koHconu u yepes Telnet

m SNMP v1/v2/v3

m inctaHumoHHbI MOHUTOPUHT (RMON)

m BoraTbin Habop cpeacTB AMArHOCTUKU C XXypHanamm cobbITuiA 1 ¢
OnoBeLLEeHNAMN

AnekTponuTaHue

m VIHTerpupoBaHHbin Bl ¢ pe3epBrpoBaHem (ONuMoHansHo)

m BbicokoBonbTHbIN BI1: 88-300B = unn 85-264B ~

m HuskoBonbTHbIE Bl Ha gnanasoHsl: 24 B (9-36 B =),
48 B (36-72B =)

m BapuaHTbl nogknoveHns: «nog BUHT» UK KNneMmMHas kornogka

m OpobpeH no CSA/UL 60950 ans pabotbl Ao +85°C
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RUGGEDCOM RuggedSwitch® RSG2200

{E INDUSTRIAL STRENGTH NETWORKS™ 19-Tm NnOpTOBLIN NONHOCTbLIO YNpPaBAAeMbI MOAYJIbHbIN
Ethernet-kommyTaTop € rUrabuTHbLIMM NopTamMm

MoZAynbHas KOHCTPYKLMS: RuggedSWitCh® RSGZZOO

» 5 0OCTYNHbIX CNOTOB
» Mopaynu c 4BYMS 1 OGHUM NOPTOM
» [o 9 Gigabit Ethernet

rr-rvl 2

£ RUGGEDCOM"

PasHooGpasHble Ethernet MopTbl:
» [o 3 Gigabit Ethernet noptos

BapuaHTbl MOHTaxXa: » 10/100/1000 TX RJ45 WHaukauus:
» [NaHenb/DIN penka » 1000SX MHOromo4oBo€e » BO3MOXHO
» 19” cTonka » 1000LX ogHOMOAOBOE pasmeLLeHune n
» KpenneHue Ha » 100FX mHoromopgoBoe cnepeau 1 c3aau.
nepegHen unu » 100FX ogHomogoBoe
3agHew naHenu » CwmeHHble TpaHcusepsl (SFP n GBIC)
» SCun LC coeguHmntenu

BcTpoeHHble UICTOYHMKU NUTAHUS: Pabouas Temneparypa: ABapuinHasa curHanusaums:

» YHuBepcanbHbI BbICOKOBOSbTHbIN BIT: » ot -40°C go +85°C » BbIx0oa Ha Cyxune KOHTaKTbl
88-300B nocTtosaHHOro Toka nnmn 85-264B » Ge3 BeHTUNATOpA Form-C
nepemMeHHOro Toka » MakcumarnbHoe HanpsixeHue

» HuskoBonbTHble Bl Ha gManasoHbl: 24 B 250 B nepemMeHHOro Toka unm
(9-36 B noctosiHHbIV TOK), 48 B (36-72 B 125 B noCTOsIHHOrO TOKa
NOCTOSIHHBIN TOK) » MakcumarnbHbI NOCTOAHHBIN

» [lonHoueHHoe pe3epBMpOBaHNE 1 Tok0,15Anpn125Bunn 2 A
HanaHcMpoBka Harpysku (onuuoHanbHoO) npu 30 B

» BapuaHTbl NOAKNIOYEHUS: «NOS BUHT» » MakcumarnbHbI NepeMeHHbIN
UNu KNemMHas Konoaka  J Tok 2 A npu 250 B
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“RUGGEDCOM RuggedSwitch® RS§G2200

INDUSTRIAL STRENGTH NETWORKS™ 19-TM NOpPTOBLIN NONMHOCTLIO YNpaBnsieMbli MOAYIbHbIN
Ethernet-kommyTaTop C rMrabuUTHLIMM NopTamMu

PYyHKUMOHaNbHbIe BO3MOXHocTu ROS® R«)s

Rugged Operating
System™
UHdbopmaumoHHas 6esonacHocTb npenckasyemoe Bpems [ocTaBku kaapos Ethernet. B criyyae
B MHOYCTpManbHbIX NPUNOXEHSIX, FAe aBToMaT3aums u CUNbHOM 3arpy3Kn CETU BO3HUKAIOT 6OSTbLLNE 1
TeneKkoMMYHVKaLMN UrpatoT KIHOYEBYHO POTb ANs KPUTUYECKU HernpeackasyeMble 3afepXK1 BO BHYTPEHHWX Bydepax 1
BaXKHbIX NPUNOXEHWI U rAe BbiCOKasi HAAEXHOCTb UMeeT ouepensx 06CyKNBAEMbIX MO NPUHLMMY NEPBbIA NPULLET —
nepBocTeneHHoe 3HayeHne, OCTPO CTOMT BOMPOC nepabiit 06cnyxeH. ROS® noaaepxm1saeT "knacchi
KnbepbesonacHocTtn. BoamoxHoctn ROS ®, ansa 6esonacHocTy B obcnyxuBaHus" B cooteeTcTBIM ¢ |EEE 802.1p, no3sonsisi
nokarbHbIX CETAX BKIIOYAIOT B ce65: TpadrKy peasibHOro BpeMeHV OTNPaBATLCS B NEPBYHO
m [aponu — [Maponu pasHoro ypoBHsi AOCTYNa 3aLLMLA0T OT oyepeflb, YMeHbLUas 3a4epXKKN U CHUKas IKUTTEP, YTO HYXKHO
HECaHKLIOHUPOBAHHOTO N3MEHEHNS KOHUTYpaLmm. AJ151 KOPPEKTHOW PaboThbl YNMOMSIHYTbIX MpUnoxeHuin. ROS®
m  SSH/SSL — [lononHA0T NaposibHyo 3awmTy Wndpys Naposin - MoxeT KnaccuuumMpoBaTh no nopty, 802.1p 1 nonto tin
W ynpaBneHue nNpu nepegave 4yepes ceTb. cepsuca (TOS). KoHdurypupyembiii anroputm "Weighted Fair
= BknioyeHue / BbiknioyeHne NopToB — BOIMOXHOCTL Queuing" onpeaenseT, NorMky 06CnyK1MBaHNs ouepenen.
OTKIoYaTb NOPThl, YTOGLI TPAdMK He NPOXoau
m 802.1Q VLAN — O6ecneymBaeT BO3MOXHOCTb JIOrMYECKM VLAN (IEEE 802.1Q)
pa3gensitb Tpacuk MeXay rpynnamu nopToB BupTyansHble nokanbHble cetn (VLAN) nossonstoT
n OrpaHquHMe JocTyna no MAC agpecy — B0O3MOXHOCTb CcerMeHTnpoBaTb qDVISVI‘-IeCKyIO CeTb Ha HECKOJ1bKO OTAEeNbHbIX
HacTPOUTb NOPTLI KOMMYTaTopa Tak yToOObI TONBKO NOrn4yeckmnx ceten ¢ HesaBMCUMbIMU LLIMPOKOBELLATENTbHbIMU
onpeneneHHblie yctpoiictea / MAC-aapeca Mormiu AomeHamu. JTo noBbllaeT 6€30MacHOCTb, Tak Kak XOCT MMeeT
nepenasaTh AaHHble Yepes 3ToT NopT OOCTYN TONbKO K XOCTaM B TOU XXe BUPTYyaribHOU CETU U

m OrpaHuuenue goctyna 802.1x — BoamoxHoOCTb HacTpout  TPaduka Gypu nsonmposatel. ROS® noaaepxvsaet

MopTbl KOMMYTaTOPa Tak YTOGbI KNMEHTLI MOMNY NepefaBaTs ~ Mapkiposarue kafpos Ethernet 802.1Q B «TpaHkax».
AaHHbIE Yepe3 HUX TOMbKO NOCHE aBTOpPU3aLIM MNoppepxusatotcs ctatudeckne VLAN 1 xecTkast HacTpovika

m RADIUS - CepBMC aBTOpM3aU,V|V| c Ll,eHTpaHVICiOBaHHbIM I'IOpTOB, I'IOLUJ,ep)KVIBaeTCﬂ n ﬂMHaMquCKV“Z I'IpOTOKOJ'I GVRP
XpaHeHnem naponemn n nx 3almTon Npu nepepave ) Link Aggregation (802.3ad)
m  SNMPv3 - ynpaBneHue n MOHUTOPUHT C aBTopu3aunen n
3aLwmTomn nepeagaBaeMbix AaHHbIX (CBC-DES 56-bit) DyHKLMS arper1poBaHisi CoeAMHEHMI No3BonsieT cobpaTb
m Secure Socket Layer — WEB-uHTepdbeiic ynpasneHus Heckonbko Ethernet nopToBs B oguH nornyecknn kaHan ¢ 6onee
McronbaytoLwmil SSL ¢ WwidpoBaHnem faHHbIx (128-bit kriou) BbICOKOM NMPOMYCKHOM CNOCOBHOCTBI0. OTO HEAOPOron Cnocod
m  RSA — OBMEH yNpaBreHme Kilouamm CO3[aHusa MarucTpany Ans NoBbILLEHNst CKOPOCTH ceTn. JTa
a TACACS+ — CepBuc ayTeHTUMKALIMI ABTOPUIALIN C prHKLl,VIH Takxke n3BecTHa kak “port trunking”, “port bundling”,
P y H C pusau - “port teaming” n “Ethernet trunk”.
LleHTpanM3oBaHHbLIM XpaHEHNEM Mapornen 1 3awmnTon
nepenaBaeMblx OaHHbIX IGMP Snooping
m Pointto Point (PPP) — I'IO/J,/J,eE))KKa ayTeHTVI(bE/IKaLI,MVI CHAP _ ROS® ucnonbayeT IGMP Snooping (Internet Group
m SFTP - NpoTokon 6e3onacHoi nepegayn ¢annos ¢ 3aLmMTon Management Protocol v 1 v2), Anst nHTennekTyansHoi
ceccum npy nomowm SSH. pasgayun unn unbTPALIMM MOTOKOB MPYNMOBbIX PACCHINOK
(Hanpumep, MPEG Bugeo). 3To CHWXaeT HarpysKy Ha CeTb U Ha

®yHKummn knbepbesonacHocTn ROS® nogo6paHbl Tak, 4Tobbl XOCThI HE MOANUCABLLMECS Ha pacchinky. ROS® umeeT oueHb
COOTBETCTBOBATbL Pa3fMyHbLIM OTPACMeBbLIM CTaHaapTam MOLLHY0 peanu3aLmio IGMP Snooping, BKIIOYAIOLLYI0
6e3onacHocTu, Takum kak: NERC CIP, ISA S99, AGA 12, IEC creaytoLLye BO3MOXHOCTH:
62443, 1SO 17799:2005 n PCSRF SPP-ICS. m MOXXHO BKNoYaTh He3aBnCUMO B pasHbix VLAN.

m PacnosHaet 1 unbTpyeT BCe rpynnoBble PacChinku
Enhanced Rapid Spanning Tree Protocol (eRSTP™) HEe3aB1CKMO OT TOrO, CYLLIECTBYIOT NN MOAMUCHNKA.
RuggedCom eRSTP ™ nossonsieT cosnasartb m PaboTaet 6e3 mapLupytnsaTopa bnarogaps «akTuBHOMY»
oTKasoycToiumBble ceTn Ethernet konbLieBol 1 NONHOCBA3HON peXMMY.
TOMOJIOTUM, BKIIOYAIOLLME PE3EPBHBIE CBSI3U, BPEMEHHO m BoccTaHasnueaeT noTokm Tpadpyka cpasy xe nocne
oBnoKMpyemble AnNa NpeaoTepalleHus netens. eRSTP ™ u3meHeHns Tononorim RSTP.

ponyckaet «anametp» cetn oo 160 kommyTaTopoB u
obecneynBaeT BOCCTAHOBEHWNE MPW OTKa3e 3a 5 MC Ha
KOoMMyTaTop. Hanpumep, KOnbLO U3 AECATA KOMMYTaTOPOB
BOCCTaHOBIIEHME NPoM3onaET vYepe3 50 mc nocne

SNMP (Simple Network Management Protocol)

SNMP ctaHgapTHbIN MeToA, onpoca YCTPOWCTB PasnnyHbIX
npoussoautenei Cuctemamu YnpaeneHnus Cetbio. ROS®
BO3HUKHOBEHWS HENCNPABHOCTEN. B 0TnMYMmM oT Apyrux noaaepxmsatotca SNMP sepcin v, 2¢ v 3. B yacTHocTM B
NPONPUETAPHBIX KOMbLIEBbIX MPOTOKONOB PE3epBHPOBaHMS, SNMPv3, obecneunsaeT pyHKUMM Ge3onacHOCTH, Takme Kak

eRSTP ™ nonHocTbi0 coBMecTM ¢ STP u RSTP ans pabotei ¢ @YTEHTUDMKALMA KOHTPONb AOCTYNA 1 3aLMTa AaHHBIX C
KOMMYTaTOpaMI [pyTIX MPOU3BOANTENEIA. nomoupto wndgposaHus (CBC-DES ¢ 56-6uTHbIM kntoyom),
KOTOpbIX HET B 6ornee paHHMx Bepcusx SNMP. ROS® Ttakxe

MexaHusmbl KauectBa cepBuca (IEEE 802.1p) noaaepXXnBaeT MHOroYMCrIeHHblE cTaHaapTHble 6a3bl MIB
HekoTopble ceTeBble NPUINOXEHUS], TAKWE Kak ynpasreHune B (Management Information Base), no3sonstoLas nerkyto
peanbHoM BpemeHu unu VolP (ronoc nosepx IP) TpebytoT WHTEerpauumio ¢ nbon cuctemon ynpasneHus cetoto (NMS).

http://iadt.siemens.ru/ RuggedSwitch® RSG2200 3
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RuggedSwitch® RSG2200

19-TM NOPTOBLINA MONTHOCTLIO YNpaBnsieMbIi MOAYISbHbIN

Ethernet-kommyTaTop C rMrabuUTHLIMM NopTamMu

PYyHKUMOHaNbHbIe BO3MOXHocTu ROS® R«)s

SNMP (npogomxeHue)

SNMP peanu3soBaHHblii B ROS® MoxeT reHepupoBaTh «traps»
co0b6LLEeHNs 0 cnCTEMHBIX cobbITUsX. Cuctema ynpasneHus
RuggedNMS ™ ot RuggedCom, cobupaeT atu trap-bl oT
HECKOIbKUX YCTPOWCTB, peannays MOLLHbIA UHCTPYMEHT
amnarHocTukm ceTen. OHa Takke obecnevmBaeT rpauyeckyto
BM3yanu3aumio CETU 1 NOSNTHOCTbIO MHTErpUpoBaHa Co BCEMM
npoayktamm RuggedCom.

SNTP (Simple Network Time Protocol)

SNTP aBTOMaTU4€CKM CUHXPOHU3NPYET BHYTPEHHUE Yachkl BCEX
ROS® ycTpoliCTB B CETU. DTO BaXKHO MpY YCTPaHEHUM HENonazok
ANs Koppensiuum cobbITUA MO METKaMu BPEMEHM.

SCADA u Industrial Automation

ROS® conepXuT pyHKLMM, KOTOPbIE NMO3BOMNSAOT
ONTUMU3NPOBATL NPON3BOAUTENBHOCTbL CETU U YNPOCTUTL
ynpaerieHne KOMMyTaTOpPOM CneunansHO ANs NPUNOXKEHUN
npomblLLNeHHoM aBTomaTtunsauum n cuctem SCADA. Takue
dyHKumK, nogaepxka Modbus TCP ans cunTbiBaHWUS aHHbIX
3TUM pacnpocTpaHéHHbIM npoTtokonom u DHCP Option 82,
Heobxoanmas onsa pasgaum |P-agpecoB Ha ocHoBe
pacnosioXeHnsi KOHEYHOro YCTPONCTBA B COOTBETCTBUM
TpeboBaHuam Rockwell Automation ODVA, obecneumsatoTt
BO3MOXHOCTU, KOTOPbIX HET B TUNMYHBIX Ethernet kommyTaTopax
"obLero HasHayeHns" nnm "odmcHoro knacca".

OrpaHuyeHune goctyna K ceT Ha KOHKpeTHoM nopTy (802.1x)
ROS® nopaepxusaet ctaHgapT IEEE 802.1X, onuckiBaroLumi
MEeXaHU3M KOHTPOMs AOCTyna K CETU Ha NOpTy KOMMyTaTopa,
KOTOpbIN obecnevnBaeT cpeacTsa ayTeHTUdUKaLum n
aBTopM3aLMM YCTPONCTB, NOAKMHYAIOLMNXCH Yepes 3TOT NopT K
JIBC.

OrpaHunyeHue ckopocTu nopra

ROS® MoxeT ynpaBnsiTb OrpaHN4eHNeM HanpaBrieHHOro 1
rpynnoeoro (unicast u multicast) Tpadmka Ha nopTy. 310
Heobxo04MMO onepaTopam npu ynpasneHnn LeHHON Noocow
nponyckaHus ceTn. ITo NoBbILIAET 6€30MacHOCTb Ha YPOBHE
JOCTyna npuv aTakax Tuna otkas B obcnyxusaHum (DoS-aTakn).

dunbTpauus WnpoKoBellaTesibHbIX LITOPMOB
LLinpokoBeLaTensHble LUTOPMbI CEHOT Xaoc B CETU U MOTYT
NPUBECTMN K OTKA3Y OKOHEYHBIX YCTPOWCTB. OTO MOXET UMETb
KaTacTpoguyeckme NOCNeACcTBUS B CETU C KPUTUYECKU BaXXHbIM
obopynosaHvnem. ROS ® orpaHnymnBaeT 310 NyTem cunbTpaLmm
LUMpOKOBeLLaTeNbHbIX KaApPOB CBbILLE 3a4aHHOMO Nonb3oBaTenem
nopora).

O6paboTka 06pbIBa CBA3M

HekoTopble nHTennekTyanbHble 3NeKTPOHHbIe ycTponcTea (IED)
MMEIOT ABOVIHbIE BONTOKOHHO-OMTUYECKME NOPThl C
aBTOMaTUYECKNM NEPEXOAOM Ha Pe3epBHbIN Npu OTkase
nepeuyHoro. ROS ® obecneunBaeT HagexHy paboTy aToro
MexaH13M Npu NobbIX CLeHapuax 0TKa3oB NPy HEOOXOAMMOCTM
OTKITIOYasi nasep Ha cBoli cTopoHe. ROS @ Takxe ounwaert
Tabnuuy MAC-agpecoB A1t YCKOPEHUSI BOCCTAHOBIEHWSI CBA3N
nocne obpbiBa.

http://iadt.siemens.ru/

Rugged Operating
System™
3epkanupoBaHue NOpToB
KommyTaTtop ¢ ROS ® MoxeT ObiTb HACTPOEH Tak, YTOObI
AybnunpoBaTh BeCb Tpadhmk ¢ 0QHOro nopTa Ha Apyron
«3epKarnbHbI». B KOMOMHaLWMKM C CEeTEBbIM aHanM3aTopoM 310
MOXET O4YEHb MOMOYb NPU MOUCKE HENCTPABHOCTEN.

KoHdburypaums noptoB n ux cratyc

ROS® no3BomnAT XecTKo HacTpamBaTb Ha NopTax CKOPOCTb,
Oynnekc, ynpasneHue noTokoM 1 T.M. JTo no3songaeT paboraTtb
Npv NOAKMYEHUN YCTPOMUCTBaM He NOAAEPXKMBAOLLNM
aBToonpeaerneHe 1 UMeIoLLMM HeCTaHAapTHbIE HACTPOWKM.
Moapo6Hasa nHdopmaums No COCTOSHMIO MOPTOB BMECTE C
oTtnpaskoi aBapuiHbix SNMP trap-oB cunbHO noMoraeT npwm
NnomncKe HemcnpaBHOCTEN.

CtatucTMkKa n AUCTaHUMOHHBbIN MOHUTOPUHT nopta (RMON)
ROS® naét noctosiHHOE cbop CTaTUCTUKKM Ha NopTax,
BKITHOYaHOLLLYO MOCTOSIHHO OGHOBNSIEMbIE CHETUYMKN BXOASALLMX U
NCXOOALMX NakeToB 1 6anTos, a Takke NogpobHble AaHHbIe 06
owmbkax. Takke obecneyeHa nonHasa nogaepxka RMON
CTaTUCTUKK, NCTopuK, Tpesor u rpynn cobbitnii. RMON
peanusyeT O4eHb XUTPOYMHbIN aHanNn3 BbiABIIEHNE CTPYKTYP
Tpadmka.

TpeBoru n aBapumHbie coobLeHnA

ROS® 3anucbiBaeT Bce BaXkHble COOLITUSI B CUCTEMHBIN XKypHan
B 9HEProHe3aBMCMMON NamATU, NO3BOSIASA paccriefoBaTb
NPWUYMHbI OTKa30B. B YacTHOCTU K TakMM COOLITUSIM OTHOCATCS
nageHue N NogHATNE COEANHEHNIA, HECAHKLIMOHMPOBAHHbI
[OCTYN, 06HApYXeHWS LIMPOKOBELLATENbHbIX LUTOPMOB Y
camogmarHocTtumka. TpeBory coobLarT 0 NocrnegHnx cobbiTusx,
agMUHMCTPATOPOM AOMKEH NOATBEPAMTE UX nony4veHve. Cyxue
KOHTaKTbl aBapUMHOI CUTHanNM3aummn nepekniovatoTcst npu
KPUTUYECKMX CODLITUAX, YTO NMO3BOSISIET pearnpoBaThb Ha HUX
BHELLHEMY KOHTPONmepy.

WEB 1 TeKCTOBbIA NoNb30BaTesNibCKue MHTepdenchbl

ROS® obecneymBaeTt NpOCTON U MHTYUTUBHO NOHSTHbIN
nornb30BaTeNbCKUN MHTEpdenc Ans HaCTPOMKN U MOHUTOPUHIa
yepe3 WEB-6pay3ep unm 4epes koHcornb 1 Telnet. Mo Bcem
napameTpam ecTb NoAapo6HbIe OH-NaH NoACKa3Kku, YTo Aenaet
HacTpouTb nérkon. ROS® nmeeT eguHbIi BUA M NpoLecc
HacTpoWku Ansa Bcex ycTponcts RuggedCom, no3sonsis nerko
nepexoauTb Ha HOBbIE MPOAYKThI.

KoHdurypaums B TekctoBom channe

Bce HacTpoeHHble NapaMeTpbl XpaHATCA B KOHUIypauum B
BMAE NPOCTOro TEKCTOBOrO dhanna, KOTOpbI MOXET ObITb JIErko
nepenar npv nomown TFTP nnn Xmodem. ®ann
KOHAUrypaumm MoxXeT BbITb COXpaHEH B pE3€PBHOM KOMUK uUnm
OTpeaKkTUPOBaH CTaHAAPTHLIM TEKCTOBLIM PeAaKTOpoM. Takown
(rarin MoeT BbITb BHOBb 3aKayeH Ha KOMMYyTaTop A4S
W3MEHEHWUSI UMM BOCCTAHOBMEHUST KOHUIypaLuK.

KomaHgHo-cTpoyuHbIn uHTepdenc (CLI)

WHTepdenc komaHaHON CTPOKN MOXET ObITb UCNONb30BaH B
coyetaHum ¢ remote shell ans asTomaTusauum ynpasneHus,
0GHOBMEHUA KOHMrypaumm n 0GHOBNEHNSA BCTPOEHHOTO
nporpaMmmHoro obecneyeHnsi. MowwHbIi SQL-nogo6HbIN A3bIK
MO3BOSISIET OMNbITHLIM NOSIb30BaTENSM BbIGOPOYHO U3BNEKATH
UM MaHUNynMpoBaThb fobbIMU NapaMmeTpamMm Ha YCTPOWCTBE.
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YCTOMUYMBOCTbL K BO3A4EUCTBUIO BHelwHux chakropos u MM

FOCT P M3K 61850-3 «CeTn n cucteMbl CBA3U Ha NOACTaHLUAX.»

Tect OnucaHve MapameTpbl TECTa CTeneHb XXeCTKOCTU
M3K 61000-4-2 YCTONUMBOCTL K KOHTaKTHbIV pa3paj +/- 8 kB 4
(TOCTP 51317.4.2) ANeKTpoCcTaTU4YEeCKUM paspsaam BO3AYLWHbIN pa3pag +/- 15 kB 4
M3K 61000-4-3 (FOCT P 51317.4.3) | YCTONM4YMBOCTb K pP-4. 3-M. NOMO HanNpsYKEHHOCTb Nons 20 B/m xeéctye 3
nopT cUrHanos +/- 4 kB npn 2,5 kl'y, X (kéctue 4)
M3K 61000-4-4 YCTOMYMBOCTb K HAHOCEKYHAHbLIM MOPT NWTakHWA NOCT. Toka [ +/- 4 kB 4
(TOCT P 51317.4.4) UMMyNbCHbIM nomexam (HWIM) NOPT NUTaHUsS Nepem. Toka | +/- 4 kB 4
nopT 3a3emnenHns +/- 4 B 4
Y nopT cUrHanos +/- 4 kB nuHus-zemna +/- 2 kB nuHua-nuHus 4
MK 61000-4-5 iYL oWesan Soneuion 246 T ThB 3
(FOCT P 51317.4.5) y) nopT NUTaHUs NOCT. Toka - 2 kB nuHusa-3emnst +/- 1 kKB NUHUS-NUHUS
3Heprum NopT NWTaHWA nNepeMm. Toka |+/- 4 kB nuHus-3emns +/- 2 kB NUHWA-NNHWS 4
nopT cUrHanos 10B 3
YCTONUNBOCTb K KOHAYKTUBHBLIM
M3K 61000-4-6 nomexam, HaBeAeHHbIM nopT nuTaHus noct. Toka |10 B 3
(FOCT P 51317.4.6) pagmo4acToTHbIMK HOPT MWTaHMs nepem. Toka |10 B 3
NEKTPOMAarHUTHLIMW NOMSIMN
nopT 3a3emMneHns 10B 3
7 40 A/m HenpepbIBHO
M3K 61000-4-8 (FOCT P 50648) YCTOR4MBOCTE K MarHUTHOMY 3alwnTa nopTos £2p
MOJ0 MPOMbILLMIEHHON 4acTOoThbI 1000 A/m B TeyeHun 1 ¢ 5
M3K 61000-4-29 Y CTOMMMBOCTS K NpoBanam nopT MUTaHUsi NOCT. TOKa 30% npu 0.1 ¢, 60% npwn 0.1 ¢, 100% npwn 0.05¢
(TOCT P 51317.4.29) KOPOTKUM NpepbIBaHUAM U nopT nutaHus nepem. Toka |30% 3a 1 nepuog, 60% 3a 50 nepvogos
M3MEHEHVSIM HanpshkeHus
MO3K 61000-4-11 nopt nutaHus nepem. Toka |100% 3a 5 nepuogos, 100% 3a 50 neprogos
nopT CUrHanoB 2.5 kB obwwn, 1 kB aud. Bkn. npu 1 My 3
MSK 61000-4-12 YCTOR4MBOCTE K KoneGaTenbHLIM NnopT MUTaHUsi NOCT. TOKa 2.5 kB obwwn, 1 kB and. Bkn. npu 1 Ml 3
(FOCT P 51317.4.12) 3aTyxalowmum nomexam P - - o, AP, L -
nopT nuTaHusi nepem. Toka |2.5 kB o6wwit, 1 kB audp. Bkn. npu 1 My, 3
M3K 61000-4-16 YCTONYNBOCTb K KOHAYKTUBHBIM nynbC. Hanp. nut. noct. Toka |30 B HenpepbiBHo, 300 B npu 1 ¢ 4
(TOCT P 51317.4.16) nomexam B nomnoce 0 -150 'y nopT nutanusa noct. Toka |30 B HenpepbieHo, 300 B npu 1 ¢ 4
MO3K 61000-4-17 nynbC. Hanp. NUT. NOCT. TOka NopT MUTaHWs NOCT. TOKa 10% 3
nopT CUrHanoB 2 KB (KOHTaKTbl aBapuiHOWM CUrHanu3aLmm)
TecTupoBaHue nsonsuum nopT MUTaHUsi NOCT. TOKa 1.5 kB nocTosiHHOro Toka
M3K 60255-5
nopT nuTaHusi nepem. Toka |2 kB nepemeHHoro Toka
McnbiTaHusa n3onsiumm anekTpudeckmx —
pene NnopT CUrHanoB 5 KB (KOHTaKTbl aBapUMHOWM CUrHannsauum)
MmnynbcHoe nepeHanpsikeHne nopT nuTaHusa noct. Toka |5 kB
nopT nutaHusi nepem. Toka |5 kB
IEEE 1613 (C37.90.X) TecTbl Ha YCTOMYMBOCTb K 3/IEKTPOMarHMTHbIM nomexam?
TecT OnwucaHve MapameTpbl TecTa
IEEE ©37.90.3 YCTONYMBOCTb K KOHTaKTHinI‘I paspsag +/- 2 kB, +/- 4 kB, +/- 8 kB
3NeKTpocTaTUYeCKUM paspsiaam BO3AYLWHbIN paspag +/- 4 kB, +/- 8 kB, +/- 15 kB
IEEE C37.90.2 YCTOMYMBOCTb K P-Y. 3-M. NOMI0 HanpsKEHHOCTb Mons 35 B/m
nopT cUrHanos +/- 4 kB npu 2,5 kl'y
i nopT MUTaHWs NOCT. ToKa +/- 4 xB
|EEE C37.90.1 YCTOMYMBOCTb K HAHOCEKYHAHbBIM p
“MMynbCHbIM nomexam (HAM) MopT MUTaHUs MepeM. Toka  |+/- 4 kB
nopT 3a3emseHus +/- 4 kB
; nopT CUrHanoB 2.5 kB o6wuii, npy 1 MI'y
|EEE C37.90.1 YCToR4MBOCTb K KoneGaTenbHbIM NnopT MUTaHUsi NOCT. TOKa 2.5 kB obwwn, 1 kB aud. Bkn. npu 1 My
3aTyxaloLwmumM nomexam -
nopT nuTaHus nepem. Toka |2.5 kB obwwii, 1 kB audd. Bkn. npu 1 My,
NnopT CUrHanoB 5 KB (Cyxvie KOHTaKTbl aBapyNHOW CUrHanu3aummn)
IEEE C37.90 ViMnynbCcHoe nepeHanpspkeHne nopT MUTaHUs NOCT. TOKa 5 kB
nopT nutaHus nepem. Toka |5 kB
nopT CUrHanoB 2 kB nepemeHHOro Toka (Cyxme KOHTaKTbl aBapuHOW CUrHanm3auum)
IEEE C37.90 TecTupoBaHue nsonsauum NnopT MUTaHWS NOCT. TOKa 1.5 KB nocTosIHHOrO TOKa
nopT nuTaHus nepem. Toka |2 kB nepemeHHoro Toka
YCTOMUYMBOCTb K BO34EeACTBUIO BHELLHUX (paKTOpoB
TecT OnucaHve [NapameTpbl TecTa CTeneHb XXeCTKOCTH
FOCT P M3K 60068-2-1-2009 WcnbiTanune A: Xonoa McenbiTanne Ad -40°C; 16 v;
FOCT P M3K 60068-2-2-2009 WcnbitaHne B: Cyxoe Tensno WcnbitaHwe Bd +85°C; 16 u;
% +55°
FOCT P M3K 60068-2-30-2009 Wcnbitanne D: BnaxHoe Tenno WcnbiTaHne Db 95% (6es KOHSS:;:;MM) 55°C, 6
M3K 60255-21-1 VcnbiTaHust Ha BUGpauuo McnbiTanve Fc 2g npun yactotax 10-150 'y, Knacc 22
MOK 60255-21-2 VcnbiTaHua Ha yaap v TONYKK McnbiTaHve Ea 30g B Te4eHun 11 mc Knacc 22

1CooTteeTcTByeT TpeGoBaHuam ana Class 2 ansa ontudeckux noptos v Class 1 Ans MeAHbIX NOPTOB.
2Knacc 2 oTHocUTCA K "060pyA0BaHUIO PereiHOM 3aLUMTLI M aBTOMATMKM, [iNs KOTOPbIX TpeByeTcs 04eHb BbICOKMIA 3anac HaAEXHOCTU UMK FAe UMEETCS O4YeHb BLICOKIE YPOBHM BUBPaLIM, Hanpumep, Ha 6OPTY cyaHa U Ans TsKerbiX YCriosuii

TpaHCMopTUpOBKY "

http://iadt.siemens.ru/
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TexHuUYecKue XxapakTepmucTukKm

AneKkTponuTtaHue

MoTpebnaemasa moLiHOCTb: 28 BT makcumym

Bl 24 B: 10-36 B, 1,2 A nocT. Toka

Bl 48 B : 36—72 B, 0,6 A nocT. Toka

BN npom. cetn: 88—300 B noct. unu 85-264 B nepem. Toka

Pene aBapuiiHOM cUrHanusauum

Bbixog Ha cyxue koHTakTbl Form-C

Makc. HanpsikeHne 250 B nepem. Toka unu 125 B nocT. Toka
Makc. noctosiHHbIV Tok 0,15 A npn 125 Bunn 2 A npn 30 B
Makc. nepemeHHbIn Tok 2 A npn 250 B

dusunyeckue XapaKTepucTtukun

BeicoTa: 44,2 mm / 1,74 "(1U)

LLnpuHa: 464,8 mm / 18.3 "(noaxoauT ans 19" cTonku)
nybwHa: 315 mm/ 12.4"

Bec: 5,2 kr/ 11,5 cbyHTa

CreneHb 3awmTbl: IP40 (1 MM 00bexTbI)

Kopnyc: ouuHkoBaHHas ctanb TonwwmHoun 1,3 mm (18 AWG)
MoHTax: 19 " ctoiky, DIN peliky nnu Ha naHenb

CBouncTBa KOMMyTaTOopa

MeTtog kommyTauum: Store & Forward
3apepxkka: 7 He

MpowussoanTenbHocTb: 9.2 ouT/c
Konnyectso xpaHumbix MAC agpecos: 8192
O6bém namatn MAC agpecos: 64 Kbant
Kon-Bo ouepenei: 4

Pasmep 6ydep: 2 Méut

Kon-Bo VLAN: 255 (ogHOBpeEMEHHO)
[OwnanasoHe VLAN ID ot 1 go 4094
Kon-Bo IGMP rpynn: 256

OrpaHnyeHne ckopocTu nopTa

He 6nokupyemas apxutektypa

CepTudmkaumm

ISO: PaspaboTaH 1 M3roToBmneH B COOTBETCTBUM MPOrpamMmmon

cepTudpmkauum kavectea 1SO9001:2000

Mapkuposka CE

Manyyenne: FCC Part 15 (knacc A), EN55022 (CISPR22
Knacc A)

BesonacHocTb: cCSAus (B cootBeTcTBUM ¢ CSA C22.2 Ne
60950, UL 60950, EN60950)

OnacHocTb nasepHoro usnyyexHus ans spexus (FDA/
CDRH): B cootBetctBum ¢ 21 CFR maBa 1, nogpasgen J.
BapbiBoonacHsle 3oHbl: Knacc 1 Pasgen 2
(nckpobesonacHocTb)

YnpaBneHue ceTbio

http://iadt.siemens.ru/

HTTP rpacunyecknn Beb-nHtepgeric, SSL (128-6uTtHoe
LwmndpoBaHue)

SNMP v1, v2c, v3 (56-6uTHOE LindpoBaHue)

Telnet, VT100, SSH / SFTP (128-6uTHoe wudposaHue)
WHTepdeic komaHaHon ctpoku (CLI)

YnpaeneHue kntodamm RSA (anuHa knoya 1024 6uT)
Authentication n Accounting - TACACS+ (c wudpaumen),
RADIUS, PPP

FapaHtusa

5 net — B oTHoLWeHUN aeeKToB NPOAYyKTa CBA3AHHbIX C
pa3paboTKo 1 NPON3BOACTBOM.

YcTonumBoCTb K BO3AeNCTBUIO BHELHUX chakTtopos n MU

IEC 61000-6-2 npombILLNEHHOCTb (0BLero Ha3HavyeHus)
IEC 61800-3 NpOMbILLNEHHOCTb (NPUBOAbI C PErYNIMPYEMON
CKOPOCTb10)

IEC 61850-3 OnekTpmnyeckne nogctaHumm

IEEE 1613 3nekTpuyeckue noacraHumm

NEMA TS 2 YnpaBneHue JOpOXHbIM ABMKEHNEM

EN 50121-4 (XXenesHas gopora)

EN 50155 (XKenesHas popora — obopynosaHuve ons
NOABWXHOIO COCTaBa)

CooTtBeTcTBME cTaHAapTam |[EEE

802.3-10BaseT

802.3u-100BaseTX, 100BaseFX
802.3x-Flow Control

802.3z-1000BaselLX

802.3ab-1000BaseTX

802.3ad-Link Aggregation

802.1D-MAC Bridges

802.1D-Spanning Tree Protocol
802.1p-Class of Service

802.1Q-VLAN Tagging

802.1w-Rapid Spanning Tree Protocol
802.1X-PortBased Network Access Control
802.1Q-2005 (formerly 802.1s) MSTPnoaBuxHoOro coctasa)

CooTtBeTcTBUE pekomeHgauuam IETF RFC

RFC768-UDP
RFC783-TFTP
RFC791-1P
RFC792-ICMP
RFC793-TCP
RFC826-ARP
RFC854-Telnet
RFC894-IP over Ethernet
RFC1112-IGMP v1
RFC1519-CIDR
RFC1541-DHCP (client)
RFC2030-SNTP
RFC2068-HTTP
RFC2236-IGMP v2
RFC2284-EAP
RFC2475-Differentiated Services
RFC2865-RADIUS
RFC3414-SNMPv3-USM
RFC3415-SNMPV3-VACM

MoppepxmnBaemble |[ETF SNMP MIB-bl

RFC1493-BRIDGE-MIB
RFC1907-SNMPv2-MIB
RFC2012-TCP-MIB

RFC2013-UDP-MIB
RFC2578-SNMPv2-SMI
RFC2579-SNMPv2-TC
RFC2819-RMON-MIB

RFC2863-1F-MIB
Draft-ietf-bridge-rstpmib-03-BRIDGE-MIB
Draft-ietf-bridge-bridgemib-smiv2-03-RSTP-MIB
IANAIifType-MIB
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OO0 CumeHc
115184, Poccus,
Mockga, yn. bonbliasa Tatapckas g. 9

Ten.: +7 (495) 737-2150
®dakc: +7(495) 737-2483
Email: ruggedcom.ru@siemens.com

TexHn4yeckasa nogaepxka:

Ten.: +7 (495) 737 1737 vnu +7 (800) 200 1737
dakc: +7 (495) 737 2483

E-mail: iadt.ru@siemens.com
http://support.automation.siemens.com/

[nga nonyyeHns [ononHUTENbHON MHAOPMaLUM O HaLLIUX NPOAYKTax u
ycnyrax, noxanymncra, noceTute Hal BeG-cainT no agpecy:
http://www.iadt.siemens.ru/products/automation/
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